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Page 2 31.03.2023 © Fraunhofer IIS

\

~ Fraunhofer

s



Dataspace concepts
DataSpace Support Platform (DSSP)

Dataspace management system

« 2005, 2006

* Information integration system for multiple data sources of
one person (PIM) or organization

« Co-existence of multiple schemas

 Best-effort answers and “pay-as-you-go” integration
(Halevy, Franklin & Maier 2006)

» “Dataspaces can be seen as an umbrella for much of the
research that is already being actively pursued in the
database community” (Franklin, Halevy & Maier 2005)

Page 3 31.03.2023 © Fraunhofer IS

Catalog Search & Query Local Store & Index

Sensor

1h updates

Sensor

ema mapping
R \

Administration Discovery Enhancement

Example dataspace and the components of a dataspace system,
adapted from (Franklin, Halevy & Maier 2005)
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Dataspace concepts
Web of Data

Web of machine-understandable, interconnected data
(Berners-Lee, Hendler & Lassila 2001)

« 2001 - 2011

« Web of Data (as part of the Semantic Web) forms a global data
space (Heath & Bizer 2011)

* Publishing Linked Data contributes to the building of a Web of Data

* “Web of Data can therefore be seen as a realization of the
dataspaces concept [by Franklin, Halevy & Maier] on global scale,
relying on a specific set of Web standards” (Bizer, Heath & Berners-
Lee 2009)

Linked Open Data Cloud (lod-cloud.net)

4
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Dataspace concepts
International Data Spaces (IDS)

Architecture for sovereign data exchange

« 2016

* International Data Spaces Association with mostly European members from
industry and research (Fraunhofer)

 Focus on data sharing between companies
« Definition of a reference architecture model (IDS-RAM) (Steinbuss et al. 2022)

and specifications

« IDS (Data) Connector is the interface to the dataspace that handles data
exchange, policy enforcement, app execution

« Certification of components and participants by IDSA and associates to

Create trust

 Dataspace functions are driven by metadata defined in the IDS Information

Model (Bader et al. 2020)
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IDS System Layer: Interaction of technical components
(Steinbuss et al. 2022, section 3.5)
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Dataspace concepts
Gaia-X

EU initiative for federated and trusted cloud infrastructure and dataspaces

- 2019

 Gaia-X European Association for Data and Cloud AISBL is an Data Ecosystem
international non-profit association which develops the technical

framework and operates the Gaia-X Federation services.

Advanced Smart Services
« Architecture Model for a data sharing architecture (GAIA-X N m

2022) contains many contributions from the IDS (Otto 2021)

| AYSnYs
 Central, trusted third-parties for the supervision of certificates, x 5

policies and data usage

 IDS-RAM provides more sophisticated concepts for dataspaces
whereas the Gaia-X architecture additionally provides solutions
for data storage and cloud components; IDS components align
with the Gaia-X architecture (Otto 2021)

Source: BMWI
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Dataspace concepts
Social Linked Data (Solid)

Web standard that puts people in control of their data

« (2015), 2016
» Storage of data in Personal Online Data Stores (Pods) on the Web

 Paradigm of separating personal data from applications; users can
control data access of apps and other users

» Decentralized architecture for identity, storage and applications

» Consolidation and extension of existing (Semantic) Web standards:

W3C recommendations for WeblID, Linked Data Platform, RDF and
SPARQL

« Standardization of a RESTful, read-write Linked Data interface,
identity (authentication) and access control (authorization)
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Solid logo
(solidproject.org)
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The Web and Linked Data as a Solid Foundation for Dataspaces

Agenda
1. Dataspace concepts
2. Solid Data Space (SDS)
= Technology layers
= Components
= Data catalog example
3. Comparison between the SDS and IDS
4. Conclusion and Outlook
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Solid Data Space

Concept

The Web of Data is the ideal foundation for dataspaces!

Build on stable Web architecture
Reuse proven Web technologies and frameworks

Keep participation easy

- Gradually extend the agreements for communication and collaboration

Z Fraunhofer

Page 9 31.03.2023 © Fraunhofer IS
s



Solid Data Space
Technology layers

Layer

Dataspace

Interoperability

Application

Agreements on standards and technologies

e Additional agreements between participants of a specific dataspace
e Services for easier data sharing, e.g. data catalog
e Authorities that establish trust or supervise data sharing processes

Solid (Web)

Access

e Decentralized identity (WeblID, Solid-OIDC)
e Access control (WACQ)
e Read-write Linked Data API (LDP)

Linked Data

Data

e Uniform data format (RDF)
¢ Human- and machine-understandable data with semantics

e Knowledge representation via ontologies and shared vocabularies (OWL, RDFS)

e Linked Data concepts (LD principles and 5-star LD)

Web

Communication

e Uniform communication protocol (HTTP, HTTPS)

e Communication security and certificate authorities (TLS)
e Common data formats (XML, JSON, HTML)

* Device and browser compatibility
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Solid Data Space

Components

Decentralized network of Web services, Solid Pods and
identity providers

« Data is mapped to RDF and stored in Solid Pods
*if possible

« Virtual Solid Pods

» Solid interface for non-RDF data sources

*  RDF mapping at runtime

«  Transformation of write operations to LDP documents
into updates to the data sources (view update problem!)

« Dataspace Service Apps (DSS)

« Solid apps that provide services for a dataspace, e.qg.
catalog and search
« Solid apps that follow additional agreements/protocols
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Solid Data Space
Example: Data catalog on Solid Pod

. https://participant.com/app
Dataspace layer

/ttps//solld example.org/public/catalog/
* Agreement on catalog Pod(s), vocabulary and registration process \ \\
+ Solid apps for crawling, searching, visualizing, etc
| ttl | L al.ttl
. D xml i
- Solid layer products123.ttl ¢ m bZ.Jsoln
* Access rules (e.g. access for group of participants = VCARD) | | c3.xm
« RDF data is organized in LDP containers with uniform interface II\
. public read .
* Llnked Data Iayer access link 6?
- RDF data with links to the dataset, data types, responsible entities, etc
*  DCAT or VoID ontolo
9y https://solid.company.com/
gpreﬂx deat: <http:/Avww.w3.org/ns/dcatit> . datasevp rOd UCtSZ 02 3 ttl
prefix dct: <http://purl.org/dc/terms/> .
® Web Iayer dataset-001-csv
a dcgt.Dlsmbunon
«  Easy access with browser in case of public access
» Fallback to text content

dcat downloadURLl<http://vvwvv.example.org/fwles/
dct:title "CSV distribution of imaginary dataset 00

dcat:mediaType <https://www.iana.org/assignmen
dcat:byteSize "5120" AMxsd:decimal
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The Web and Linked Data as a Solid Foundation for Dataspaces
Agenda

1. Dataspace concepts
2. Solid Data Space (SDS)
3. Comparison between the SDS and IDS

4. Conclusion and Outlook

\

Page 13 31.03.2023 © Fraunhofer IIS % Fraunhofer

s



Comparison between the SDS and IDS

International Data Spaces

Architecture and blueprint for IDS dataspaces

* Developed by IDSA

» Top-down approach; detailed prescription of components and processes
» Complex specification, connector and certification

* Marketplace for datasets and applications; many centralized components

« Certification processes; technical measures for access control and policy
enforcement
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Solid Data Space

Concept for Solid-based dataspaces

Solid spec. developed in W3C groups

Bottom-up approach; specification of the framework

Low threshold for participation

Web servers for data sharing; decentralized architecture

(Currently) only access control

= Fraunhofer

s



Comparison between the SDS and IDS
Dataspace services

IDS components Equivalent features using Solid

IDS Identity Provider

+ identification and metadata about participants « metadata when dereferencing participants’ WebIDs

decentralized identity providers

« certificate authority an token service « Web PKI; Verifiably Credentials

[
§ )

IDS (Metadata) Broker custom solution
+ searchable catalog of available data (providers) * e.g. catalog dataspace service

* without a central catalog, decentralized data is discovered via link following

IDS Clearing House Solid server with access logging

 data exchange logging and billing  only logs of access requests

 IDS App Store « Web apps
* searchable repository for IDS app containers + any kind of Web application that supports the Solid protocol
« certification for “trusted apps” * trusted Solid apps? ¢ (

\

Page 15 31.03.2023 © Fraunhofer IIS % Fraunhofer

s



The Web and Linked Data as a Solid Foundation for Dataspaces
Agenda

1. Dataspace concepts
2. Solid Data Space (SDS)
3. Comparison between the SDS and IDS

4. Conclusion and Outlook
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The Web and Linked Data as a Solid Foundation for Dataspaces
Conclusion

Linked Data and Solid already provide the most important features for sovereign
data exchange

Balance between complexity for guaranteed features and low participation hurdle

« E.g. automatic contract negotiation requires complex metadata about legal aspects Examples from the WWW

— DNS Security Extensions (DNSSEC)

Dataspace participants must agree on trusted third parties ZIVCitXI\?NS)ingle global trust anchor

*  For certification or supervision

« Trust in the dataspace stems from trust to third party — Web PKI with more than 100 CAs

that issue TLS certificates. Browsers

vendors decide which CA is trusted
Certain dataspace functions require centralized components (CA/Browser forum)

« Finable information services (e.g. online index / repository server for metadata)
— BitTorrent network with repositories

and trackers

\
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Outlook
Relation to the »Data Mesh«

“Data mesh is a decentralized sociotechnical approach to
share, access, and manage analytical data in complex and
large-scale environments within or across organizations.”

(Dehghani 2019)

» Domain-oriented decentralized data ownership and
architecture

« Evolution of (centralized) data lakes or data warehouses

Solid dataspaces implement many technical parts of the
Data Mesh principles
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4 correlating data from other domains
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I data served as
= a product for any other

Domain’s internal data pipeline uses.
common self-serve data infra

Data infra engineers %

High-level Data Mesh architecture (Dehghani 2019)

domain to use

Data Infra as a Platform
storage, pipeline, catalogue, Access control, etc.)

DISCOVERABLE

ADDRESSABLE  [S9F
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